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CLASSIFIED SPILLAGE IMMEDIATE ACTION CHECKLIST
For use of this form see USACC Regulation 190-4 (pending). Proponent agency is ATCC-IT
LAST NAME
FIRST NAME
MI
RANK
TITLE
ORGANIZATION / UNIT
GARRISON
BUILDING
ROOM NUMBER
COMMERCIAL PHONE
DSN PHONE
EMAIL
This form completed by:
1.  Classification of affected system:
UNCLASSIFIED
SECRET
TOP SECRET
OTHER
2.  Was file marked with classification markings?
YES
(GOTO 3)
NO
(GOTO 4)
3.  Classification of data:
CONFIDENTIAL
SECRET
TS
OTHER
Is TS information on unclassified system?
YES - Plan for destruction of all affected media. (GOTO 17)
 NO  - You may be authorized to clear or purge affected media (GOTO 4)
4.  Is Category of information:
SPECAT
SAP
SCI
SI
CODEWORD
YES - Plan for destruction of all affected media. (GOTO 17)
 NO  - You may be authorized to clear or purge affected media (GOTO 5)
5. DTG of the message:
DTG of identification:
Is difference of DTG less than 2 hours?
YES - Implement time-based clearing actions.
  NO - Implement content-based actions to contain and purge.
6.  How was the classified information distributed,
received, and/or identified?
EMAIL
A
TTACHMENT
DESKTOP FILE
FILE SERVER FILE
WEB POSTING
REMOVABLE MEDIA
7.  Who reported/identified the spillage?
ARMY
CIVILIAN
CONTRACTOR
COMMERCIAL
POC Name:
Commercial Phone:
DSN Phone:
Rank:
Position:
Email:
Unit:
8.  Who distributed the spillage?  (if not reporting agency)
ARMY
CIVILIAN
CONTRACTOR
COMMERCIAL
Name of Sender (FROM):
Last
First:
Rank:
Phone:
Unit:
Garrison:
Name of Recipient(s) (TO):
Name of Recipient(s) (CC):
Name of Recipient(s) (BCC):
Original Subject of
message:
USACC FORM 15a, MAR 2013
V1.00
Last
First:
Rank:
Phone:
Unit:
Garrison:
Last
First:
Rank:
Phone:
Unit:
Garrison:
Last
First:
Rank:
Phone:
Unit:
Garrison:
PREVIOUS VERSIONS ARE OBSOLETE.
USACC FORM 15a, MAR 2013
V1.00
9.  Has the subject been changed from orignial message?
YES
NO
If yes, subject of subsequent message(s):
10.  View, copy, and print email header information:
YES
NO
11.  Has document or file been printed?
YES
NO
12.  Has document or file been saved?
YES
NO
If yes, where:
13.  Has the originator been notified?
YES
NO
14.  Is the originator the original classification authority (OCA)?
YES
NO
15.  Is the originator the lead agency for the spillage?
YES
NO
16.  Has the data owner (DO) or OCA been contacted?
YES
NO
POC Name:
Rank:
Com Phone:
Unit:
Garrison:
DSN:
Position:
Email:
17.  Was unauthorized software (i.e., IRA, peer-to-peer file sharing
applications) on the system that subsequently increased risk or threat?
YES
NO
If yes, CI investigators must be contacted and all clearing actions ceased.
18.  Can DO/OCA downgrade information?
YES
NO
If yes, to what category or classification?
If no, destruction of all affected media is required.
19.  Does downgraded classification or category affect response?
YES
NO
If yes, GOTO 5.
If no, destruction of all affected media is required.
20.  OS of the affected system:
Version:
21.  Did you originate the spillage incident?
YES
NO
NOTE:  If yes, your organization becomes the lead agency for reporting all actions.
CLASSIFIED SPILLAGE IMMEDIATE ACTION CHECKLIST
Continued
22.  List workstations affected (machine name and IP address).
23.  Additional information: 
USER'S NAME:
SIGNATURE:
DATE SIGNED:
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